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Abstract. This paper shows a method for translating UML sequence dragra
to Petri nets and verifying deadlock-freeness, reachigbiiafety and liveness
properties by using a model checker. In this proposed metheduser has not
to know about temporal logics to describe the property to éxéfied. Instead,
the user may adopt a high-level properties specificatioarfate, which is au-
tomatically translated to a suitable temporal logic. We sttbe application of
the proposed method in an embedded control applicationabiasists of a sen-
sory device mounted on a motorized platform that must datettrack specific
objects in the environment.

1. Introduction

Embedded systems differ from conventional systems in theesthat they are subject to
several constraints such as size, weight, height, mofelitgrgy consumption, and others,
have high criticality, and usually have very tight timer@rket. We advocate that it is
always necessary to apply methods and techniques to ehgurerrectness of embedded
systems. This work receives UML (Unified Modeling Langua§epuence Diagrams
as input, and translates them into the mathematical fosmabf Petri nets. The pro-
posed method provides the Petri net in three different fesm@PNN (Abstract Petri Net
Notation), PNML (Petri Net Markup Language), and SMV (Syrnb®lodel Verifier).
The APNN and SMV formats can be checked using the ME&iid SM\2, respectively.
Such translations are the first contribution of this papevegal types of properties can be
checked, e.g., deadlock-freeness, reachability, safetyigeness properties. These prop-
erties can be expressed with so-called state formula, whiahpropositional logic for-
mula consisting of atomic propositions and logical opamaténother contribution is that
the user has not to know about CTL (Computation Tree Logic) sxilee reachability,
safety, or liveness properties. We propose a high levelgtms specification interface,
which is automatically translated to CTL. In this way, we altiie user to know in depth
about CTL. In order to show the practical usability of the megd method, we show
the application of the proposed method in an embedded dapgpication that consists
of a sensory device mounted on a motorized platform that ohetstct and track specific
objects in the environment.

*The authors acknowledge the support granted by FAPESPga08257870-9, CAPES process BEX-
3586/10-3, FAPEAM, and by CNPq processes 575696/2008¢753a8963/2008-8.
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Figure 1. Petri Net Example

2. Background

2.1. UML's Sequence Diagram

The UMLs sequence diagram shows object interactions ge@aiin time sequences. In
particular, it shows the objects participating in the iat¢ion and the sequence of mes-
sages exchanged. A sequence diagram includes time sequeuicdoes not include
object relationships. A sequence diagram can map a scewnduiich is described by a use
case, in order to define how objects collaborate to achievaiplication’s goals. There
is a vertical line, usually called lifeline, that represean object and shows all its points
of interaction with other objects in events that are impatrta it. Lifelines start at the top
of a sequence diagram and descend vertically to indicateabtsage of time. Interactions
between objects - messages and replies - are drawn as Hatidmection arrows con-
necting lifelines. In addition, boxes known as combine finegts are drawn around sets
of arrows to mark alternative actions, loops, and otherrobstructures.

2.2. Petri Nets

Petri net model [Murata 1989] is a kind of state-oriented elpdpecifically defined to
model systems that comprise interacting concurrent tabke. Petri net model consists
of a set of places, a set of transitions, and a set of tokerkenBxeside in places, and cir-
culate through the Petri net by being consumed and produbedeaver a transition fires.
More formally, a Petri net is a quintuple®, T', F, W, u), whereP = {p1,p2,...,Pm}

is a set of placesI” = {t1,1s,...,t,} is a set of transitions, an® andT are disjoint.
Further, the relation functiod’, F C (P x T') U (T x P), defines arcs between places
to transitions and between transitions to places.: ' — N represents the weight of
the flow relationF'. Finally, the marking function: : P — N defines the number of
tokens in each place, wheleis the set of nonnegative integers. Figure 1 shows a graphic
representation of a Petri net. Note that there are five plagrephically represented as
circles) and four transitions (graphically representedasl bars) in this Petri net. The
placesp,, p3, andps provide inputs to transition,, while p; andps are the output places
of t5. The marking function: assigns one token i@, p, andps; and two tokens t@s, as
denoted byu(p1, p2, p3, pa, p5) = (1,1,2,0,1). A Petri net is executed by means of firing
transitions. A transition can fire only if it is enabled — tingtif each of its input places
has sufficient tokens to fire. A transition is said to have fisben it has removed all of its
enabling tokens from its input places, and then depositeeh®into each output place.
In Figure 1, for example, after the firing of transitioy) the markingu will change to
(1,1,2,0,0). Petri nets are useful because they can effectively modafiaty of system
characteristics, and may be used to check several usefoggii®s. Petri nets is used in
this work because it is a well-consolidated technique fecgging concurrent systems.
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Figure 2. Proposed Method

2.3. Verification by Model Checking

This paper focuses in static formal verification using martedcking formal technique,

which consists of a systematically exhaustive exploratibstates and transitions in a
mathematical model. Model checking provides a more autedhatithough less general
way of proving the correctness of systems. The approachresgtine construction of a
model of the system and the specification of its correctnegsepties. A model checker
then automatically computes whether the model satisfiegrthigerties or not. The power
of model checkers is that they are relatively easy to use eoeapto manual verification

techniques or theorem provers, but they also have somedri@abacks: they suffer from

the state space explosion problem, i.e., the number ofsstaitevs exponentially in the

number of system components. Model checkers are capabledaidierrors that are not
likely to be found by simulation or test. The reason for tlaghat unlike simulators,

which examine a relatively small set of test cases, modetkere consider all possible
behaviors or executions of the system.

3. Proposed Method

3.1. Basics

Figure 2 gives an overview of the approach. The proposedadethsumes that the de-
signer is able to write the sequence diagrams, which ard topilne method. Usually,

it is expected that such diagrams represent, in some extengystem’s functional re-

quirements, and that each requirement is associated watlolomore tasks. This method
considers that the minimum unit of computation are taskd, taese tasks are the ob-
jects that compose the sequence diagram. Sequence diadpamos have a pre-defined
domain, and they can therefore be used in the context of emeldeglystems. There-
fore, in Section 4 we show the application of the proposedcotein an embedded con-
trol application. After the diagram specification, the nstdp is the automatic transla-
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tion to the formal model of Petri Nets. This part is based anriethod proposed by
Jeng [Jeng and Lu 2002]. The idea is that the Petri net can dxt ass input to model
checkers. In this case, the Petri net format may differ depenon the specific model
checker to be adopted. As we can see in the Section 3.4, walprihe Petri net in three
different formats.

Another feature of the proposed method is that it providegeahanism for spec-
ifying the properties to be verified in the models at high leared using natural language.
After this, such specification is automatically translaiteid a CTL formula, suitable to
be run in several model checkers. The modeled system caideosystems distributed
across multiple processors, where tasks may communicate shared bus. The result
of applying the proposed method can be considered as th&égoraf the best of both
worlds: (i) UML, which is considered an industry standatdsia semi-formal model,
and it is comprehensive approach; and (ii) Petri nets, a enadfical model and suitable
for formal verification.

3.2. Translations Rules

The translations rules considered in this work are baseth@ext@nded sequence diagram
as proposed by Jeng and Lu [Jeng and Lu 2002]. The extenssthéaim to improve
the behavior of the systems, including concurrency, ch@gechronization, and conflu-
ence. In the paper of [Jeng and Lu 2002] they proposed eighsltions rules. (19end
message The sending message is transformed in a transition thatems both objects
(Fig 3). The numberk) inside the brackets defines the amount of interactionsjtaad



represented by a weight of the arc. (Bethod call. A method call is transformed in
a building block as depicted in Fig. 4. As we can see, the userdefine resources to
be used by the specific method. (@gthod return: A method return is transformed in
a place (tn) (Fig. 5), where when the execution of a method is completad, means
that the placetn receives a token. (4)onditions. Each condition is transformed in a
place which contains a token needed to fire a transition)wstriited in Fig. 6. (5¢on-
currency: Fig. 7 shows the concurrency, which is denoted by a soliel With hollow
endpoints at the arrows, where all messages are considereeiray concurrently exe-
cuted. (6)choice Fig. 8 shows the choice, which is denoted by a dashed lirevalilow
endpoints at the arrows, where in each time only one messagesctriggered to execute.
(7) synchronization: Fig. 9 shows the synchronization, which is denoted by aldwie
at the arrows. In this case, the execution of the next stepnbnbe triggered after all
messages in the synchronization group finish their exetsitig8) confluence Fig. 10
presents the confluence, which is denoted by a dashed lirkee &rtows. Differently
from the synchronization, the confluence allows that onlg oressage that finishes its
execution to trigger the execution of the next step.

3.3. High Level Properties Specification

The proposed method provides a high-level property spatiic to be verified in the

model. The proposal is to translate the high level specifinaib a temporal logic in

such a way that it can be verified by a model checker. The mearoéthis feature is to

maintain the high level of abstraction in both (i) the counstion of system models, and
(i) verifying system’s properties. At the same time, thesidaer gets rid of the learning
curve of temporal logics, and besides that it makes the peoadittle bit more agile.

Therefore, we believe that this interface makes it easy #eeai formal methods for
people with little background in the formal methods area.

The specification is divided into 4 parts: Thiest part of the specification is rel-
ative to “path quantifiers” and “linear-time operators”.€ra are six options: (1) for any
execution path of the system, the property will be true irfdlire states, which is trans-
lated into CTL as A® (All and Globally); (2) for any execution path of the systetine
property will be true in at least one state in the future, Whgtranslated into CTL for
AFp (All and Finally (or Eventually)); (3) there is an executipath of the system where
the property will be true in all states future, which is triamesd into operators E&EXists,
and Globally); and (4) there is an execution path of the systdere the property will
be true in at least one state in the future, which is trandlat® operators Ef (Exists
and Finally (or Eventually)). (5) for any execution path bétsystem, the property will
be true in the next state, which is translated into CTL apAXll and neXt); (6) there is
an execution path of the system where the property will be itmihe next state, which is
translated into CTL as EX(Exists and neXt). Theecond parbf the specification is the
property to be verified. Each clause of the property is rdlaiea task, which is an object
of the sequence diagram; and it is possible to join seveaaisels using logical conec-
tives such as AND, and OR. It is also possible to apply to eaahsel path quantifiers
and linear-time operators. Thieird part of the specification is about the consequent. We
may choose between (iun in sequencewhich meansmplication, (i) until, or (iii) no
consequent. Thiurth partof the specification is the property to be verified in the con-
sequent. In the same way as the second part of the speciiedionay also use logical



Figure 11. High level properties specification screenshot

conectives, path quantifiers and linear-time operators.

3.4. Tools

The proposed method was implemented, and can be free davedoat the link
http://sourceforge.net/projects/forevé he tool consider that the extended sequence di-
agram is specified in the XML format file. It is an ongoing wookdevelop a graphical
tool to assist the designers in this process. Another extens to provide a domain-
specific language for specifying such extended sequengeadiess. From now, the user
may either write the XML file by himself, or adopt the UML Editoroposed by Jeng and
Lu [Jeng and Lu 2002].

The tool receives the sequence diagram and generates fiexties Petri net in
three formats: (i) Abstract Petri Net Notation (APNN), wiican be used as input to
the Model Checking Kit (MCK); (ii) Petri Net Markup LanguageNWNIL), which is a
format adopted in several existing verification tools; 0y 8pecific state machine models
to be the input of the SMV model checker, which is the formatduas input in SMV
(Symbolic Model Checker). In the experimental evaluatiaze(Section 4) we adopted
SMV to perform queries of properties in the FOREVER tool. Iderto generate the
input file to the SMYV, it is necessary information about theteyn’s infrastructure, such as
processors, processes and tasks. The infrastructuresigi@daas another XML file. In the
link htt p: // sour cef orge. net/ proj ect s/ foreve you may find information
about XML formats, and examples shown on the case study ctedlin the experimental
evaluation.

The proposal is to translate the high level specification @Ta (Computation
Tree Logic) so that it can be verified by both MCKit and SMV mocle¢ckers. Figure 11
shows a screenshot of an example of specification of pre@sertn the first part we use
a high-level language to specify the path quantiiévays and the linear-time operator
Globally. In the second part we specify the task S2. In the third parspeeify that the
previous properties willmply in the consequent, which is defined by the path quantifier
Always and the linear-time operatéxists The fourth part specifies that the task is S19.
The properties specification is then automatically traedldao CTL. In the case of the
properties of Figure 11 the resultA& (S2 -> AF S19).



4. Experimental Evaluation

4.1. Description

The scenario considered in the experiments i®@arbedded control applicatiororigi-
nally described in [DiNatale and Stankovic 1994]. It is loafliy a process modé?;, P,
..., P,, where each process is divided into a sequence of tasks,, ..., T,,. In this
context, in terms of scheduling, the tasks are indivisiloleputational units. The system
physically consists of a sensory device mounted on a metptatform that must detect
and track specific objects in the environment. The systemrigralled by four processors
connected by a network. The first processor controls theosem&l runs two processes:
SENSOR and SENSOR-MNG,; the second processor controls thataxt and runs the
processes ACT-CONTRL and ACTUATOR-MNG. Both of them communicaté an-
other processor running the main control activity MAIN CONJIRand are responsible
for the detection of significant events in the environmeie Tast processor runs the pro-
cess SIGNAL, and it is responsible for the management ofigreéficant events that are
detected in the environment (e.g., alarm generation).

The control flow of the application is the following: The pess MAIN CON-
TROL communicates remotely to the SENSOR-MNG process theestdor a new ac-
tivity. The SENSOR-MNG locally asks for sensory data from 8iNSOR process.
When sensory data returns, the SENSOR-MNG process extracssgihificant features
of the object to be tracked and communicates back the resulte MAIN CONTROL
process. The MAIN CONTROL sends the position informatiom®ACTUATOR-MNG
process that communicates with the ACT-CONTRL process to pertioe tracking of the
sensed object and keep it in the visual range of the sensotbeAame time the MAIN
CONTROL process checks for the presence of significant euetit® system and sends
a report to the processor running the SIGNAL process, resplaenfor the detection and

SEMSOR_MMNG

Figure 12. Precedence graph of the Embedded Control Applica tion
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activation of alarms and warnings. Figure 12 shows a pretadgraph with the processes
and tasks divided among the four processors that make uystens.

Figure 12 also presents the followimpmmunication tasksM13, M21, M15,
M17, M24 e M27. These tasks are not part of processes, aregasectors that enable
the flow of the action of system processes.

4.2. Sequence Diagram Input

UML sequence diagrams, as discussed in Section 2.1, captitg/namic aspects of the
system, emphasizing the temporal order of events in it. Eresf the diagrams from
Fig.13 to Fig. 18, model these aspects in the context of tHeedaed control application.
It is worth saying that the sequence diagrams have to beqedvun the specific format,
in accordance with the method detailed in Section 3.4. Iséxperiment, in particular,
there are no choice or confluence situations. The transkatbthe sequence diagrams to
Petri net is depicted in Figure 19.

4.3. Properties Verification

In order to show the high-level properties specificatioeiifsice, we will show two exam-
ples of properties of the embedded control application. i&w¥he complete list of prop-
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Figure 19. Petri net of the embedded control application

erties verified, please visitttp://www.sourcefourge.net/projects/foreus worth noting
that to use the interface the user has to understand thepsrafexecution pathswvhich
consist of several possibilities of states, where eaclk sat characterized by different
variable values, where, in this context, each such varial#guivalent to a task.

First Property Verification : The first question isln all execution paths, and in
all future states, i.e., continuously from beginning to ,eall tasks of MAINCONTROL
processes, namely, S1, S14, S16, S18, S7, will run in paaaltkltherefore, be activated
in all instants?Figure 20 shows the tool screenshot. After pressing the CQN®Utton
the following CTL formula was automatically generatels (S1 & S14 & S16 &
S18 & S7). Figure 21 shows the screenshot of the SMV log of Query | aedr¢h
sources allocated. The result is FALSE, according to the 3V This shows that is
not true that in all times the process MAINCONTROL will havétakir tasks running in
parallel at the same time.

Second Property Verification The second question i$n at least one state in
the future, S23 (SIGNAL process) will be executed consigdhat tasks S6 (SIGNAL
process) and S16 (MAINCONTROL process) run in all pathgfire 22 shows the tool
screenshot. After pressing the CONSULT button the follow@ig. formula was auto-
matically generatedAG (S6 & S16 -> AF S23). Figure 23 shows the screenshot
of the SMV log of Query Il and the resources allocated. Theltes TRUE, according
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Figure 20. First property verification screenshot

Aplication: "Enmbedded Control Application”
Properties: AG"( (S1 & S14 & S16 & S18 & S7) )"

Result: The property is FALSE

Figure 21. SMV log of the first property verification
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to the SMV log. This shows that this property demonstratesptioper communication
through the bus between the processes MAINCONTROL and SIGNAL

5. Related Work

Jeng and Lu [Jeng and Lu 2002] proposed a translator of UMénsldéd sequence dia-
grams to place/transition Petri nets through the composif building blocks. The ex-



Aplication: "Enmbedded Control Application”
Properties: AG"( (S6 & S16 ) -> (AF S23) )"
Result: The property is TRUE

Figure 23. SMV log of the second property verification

tended sequence diagram is increased with some descefgivents that aim to increase
the power of the notation, thus allowing the presence ottires such as synchroniza-
tion, confluence, choice, etc. Their proposal was used teepitee efficiency of a slicing
algorithm for scheduling tasks and, moreover, no formaification of properties was
performed.

Fernandet.al. [Fernandes et al. 2007] presents an approach to transiaa gi
UML descriptions, in this case Use Cases and Sequence Diagraiima Coloured Petri
Net (CPN) model. The main aim is to improve the tool supporinfiedeling using Petri
nets. They apply their proposed method in the specificatfoanocelevator controller.
Yao and Shatz [Yao and Shatz 2006] consider translation of 9&juence diagrams and
statecharts to Extended Colored Petri Net (ECPN). The ECPN Insodged to formally
describe state transitions of individual objects and axtBons among objects. Our pro-
posed method adopts ordinary Petri nets, not high leve] seth as Coloured Petri Nets.

Eshuis [Eshuis 2006] presents a two translations fromiactivagrams to the in-
put language of SMV. The first translator is called requiretedevel translation, which
defines a state machine that can be efficiently verified, beitaabit unrealistic since
they assume the perfect synchrony hypothesis with their@mwent, i.e., they respond
immediately and infinitely fast to new input events. The secéranslator is called
implementation-level translation, which defines state mrees that cannot be verified so
efficiently, but that are more realistic since they do nottheeperfect synchrony hypoth-
esis, i.e., they use input queues that shield them from #mironment. Our proposed
method does not translate from activity diagrams, but secgidiagrams.

Amorim et. al.[Amorim et al. 2005] show an approach for software synthiesis
embedded hard real-time systems that starts from Live $eguéharts (LSC) scenarios
as specification language. LSCs specify liveness, i.e g$timat must happen. Therefore,
this method allows the distinction between possible aneéssary behavior as well as the
specification of possible anti-scenarios. Starting fronClsBenarios, they use a time Petri
net (TPN) formalism for system modeling in order to find fééspre-runtime schedules,
and for synthesizing predictable and timely scheduled cdal¢his work time Petri net
Is used for find a pre-runtime schedule. In our proposed ndetlve may verify safety,
liveness, and reachability properties.

6. Conclusions and Future Work

The development process of embedded systems becomes fffictdtdhan for desktop
systems due to several constraints such as power consumgptning, size of memory,
processing power, among others. Moreover, in case of &s|wsuch systems can cause
damage to human life or economic loss. Therefore, we arqiettis necessary to apply
formal methods for the verification of systems at the earlsgls of development, in order
to confirm that they were correctly modeled. Nevertheléss,dlso necessary to provide
agile methods in order to be intuitive and easy to use by deees, mainly because of



increasing time-to-market pressure for delivering newdpais as soon as possible. In this
sense, this paper proposed a formal verification of embedgsie@ms. But the input to
the method is not a formal model, but processes and taskslEsasing UML sequence
diagrams, where such diagrams are well known in the devetampamunity.

A major advantage of the proposed method is that it frees ¢isegder to know
about mathematical formalisms where, in this case, thailegucurve might be high. In
order to ensure correctness, the proposed method showeseanslation rules from
sequence diagrams to the Petri net formalism, and then thefuke formal verification
technique called model checking.

We also present a tool that implements the proposed methwaitobl is available
for free download. The tool provides the model of Petri natthree diferent formats:
PNML, APNN, and SMV. An important contribution of this workas an user-friendly
high-level interface to collect properties to be verifiedd dhe subsequent translation of
this high-level notation to the Computation Tree Logic temgptogic, which is suitable to
be used by model checkers. We also show the practical use ai¢thod through a case
study of an embedded control application, which consista sénsory device mounted
on a motorized platform that must detect and track specifieaddin the environment, in
a 4-processors platform. We have shown two properties eatidin using the proposed
high level interface, and using the SMV model checker.

As future work we will consider other UML diagrams in ordemtake a broader
modeling, for allowing the system specification under sgaews, and to compose these
multiple views.
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