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Contextual izat ion

- W h a t  i s  “ I n te r n et  o f  T h i n g s”  ?  T h e r e ’ s  n o  g l o ba l  d e f i n i t i o n  bu t ,  a  

s i mp l i s t i c  c o n c e p t ,  c o u l d  be  a s  t h e  s c e n a r i o  w h e r e  t h i n gs a r e  

c o n n e c te d !

Source: https://news.fiu.edu/2017/06/fiu-to-offer-first-internet-of-things-degree-in-u-s/112824 4
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Source: https://hackernoon.com/the-most-promising-internet-of-things-trends-for-2018-10a852ccd189

Contextual izat ion

- Un t i l  2 0 2 0  w i l l  be  ove r  5 0  B i  d ev i c e s  ( ID C  - 2 011 )
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Source: https://www.liefner.de/smarthome/

Contextual izat ion

- M a ny  o f  t h e m  w i l l  be  i n  yo u r  h o m e ;
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Source: https://www.liefner.de/smarthome/

Contextual izat ion

- M a ny  o f  t h e m  w i l l  be  i n  yo u r  h o m e ;

- B e  c o n n e c te d  i s  n o t  e n o u g h .  I o T  d e m a n ds  i n te l l i gen c e !

7

V



PROBLEMATIC

I

III

IV

II

How to  provide in tel l igence to  IoT devices? 

8

V



PROBLEMATIC

I

III

IV

II

How to  provide in tel l igence to  IoT devices? 

T h e ab i l i t y to p rov i d e i n te l l i gen c e an d au to n o my in Io T r e l i es

p r i mar i l y o n t h e n eed to id en t i f y ac t i v i t i es , p a t te r ns an d

c o r r e l a t i on s imp l i c i t i n t he ac t i v i t y r ec o rd s of eac h d ev i c e t hat

c o mp o s es i t .
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How to  provide in tel l igence to  IoT devices? 

T h e ab i l i t y to p rov i d e i n te l l i gen c e an d au to n o my in Io T r e l i es

p r i mar i l y o n t h e n eed to id en t i f y ac t i v i t i es , p a t te r ns an d

c o r r e l a t i on s imp l i c i t i n t he ac t i v i t y r ec o rd s of eac h d ev i c e t hat

c o mp o s es i t .

S o me p o i n t s mu s t be c o n s i d e r ed be fo r e t h a t :

- A rc h i te c tu re : C en t r a l i zed / D ec en t r a l i zed

- K i n d  o f  i n te l l i g e n c e :  W h at  i n fo r mat io n  ex t r ac t

- D ev i c es  L i m i ta t io n s :  M uc h  /  Few   Res ourc es

- C o s t /B e n e f i t :  E xp en s i ve  o r  c h eap  s o l u t io n
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State of  ar t  in  Machine Learning

- Ne u r a l  Net wo rk ( D e e p  l e a r n i n g )

11Source: https://becominghuman.ai/deep-learning-made-easy-with-deep-cognition-403fbe445351?gi=35630fc87e88
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State of  ar t  in  Machine Learning

- Ne u r a l  Net wo rk ( D e e p  l e a r n i n g )

- H i g h  c o mp u t a t i o n a l  c o s t  ( s to r a g e /p ro c e s s in g )

( C HE N et a l . ,  2 015 ;  M O O NS  e  VE R HE L ST,  2 017 )

12Source: https://becominghuman.ai/deep-learning-made-easy-with-deep-cognition-403fbe445351?gi=35630fc87e88
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State of  ar t  in  Machine Learning

- Ne u r a l  Net wo rk ( D e e p  l e a r n i n g )

- H i g h  c o mp u t a t i o n a l  c o s t  ( s to r a g e /p ro c e s s in g )

( C HE N et a l . ,  2 015 ;  M O O NS  e  VE R HE L ST,  2 017 )

- C e n t r a l i za t io n  /  D e p e n d e n c y

13Source: https://icons8.com/
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State of  ar t  in  Machine Learning
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State of  ar t  in  Machine Learning

- Ne u r a l  Net wo rk ( D e e p  l e a r n i n g )

- H i g h  c o mp u t a t i o n a l  c o s t  ( s to r a g e /p ro c e s s in g )

( C HE N et a l . ,  2 015 ;  M O O NS  e  VE R HE L ST,  2 017 )

- C e n t r a l i za t io n  /  D e p e n d e n c y
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State of  ar t  in  Machine Learning

- Ne u r a l  Net wo rk ( D e e p  l e a r n i n g )

- H i g h  c o mp u t a t i o n a l  c o s t  ( s to r a g e /p ro c e s s in g )

( C HE N et a l . ,  2 015 ;  M O O NS  e  VE R HE L ST,  2 017 )

- C e n t r a l i za t io n  /  D e p e n d e n c y

- D ev i c e s  w i t h  m a ny  r e s o u rc e s  ( exp e n s i ve  /  wa s te  o f  r e s o u rc e )

16Source: https://icons8.com/
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How to  provide in tel l igence to  IoT devices. . .

C o n s ide r in g :

- D e c e n t r a l i ze d  e nv i ro n m e n t

- D ev i c e s  a u to n o my

- L i m i te d  p ro c e s s i ng  a n d  s to r a g e  r e s o u rc e s

- E x t r a c t  k n ow l e d g e  f ro m  l i m i te d  a m o u n t  o f  d a t a
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Data mining!

A s t r a te g y to c i rc u mven t s uc h ad ver s i t i es i s t h e us e of d a t a min i n g

tec h n i qu es , bu t s p ec i f i c a l l y o f ass o c ia t i o n ru l es , wh i ch s eek to

id en t i f y f r equ en t p a t te rns in a d at as et s o th a t i t m eet s mi n i mu m

s u p p o r t an d c o n f i d en c e c r i te r ia .

( C HE N et a l . ,  2 015 ;  TAN  et a l . ,  2 0 0 6 )

18Source: https://community.powerbi.com/t5/R-Script-Showcase/Association-Rules/td-p/58491
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Data mining!

A l th o u gh eac h d ev i c e h as a u n i qu e u s age pa t te rn , s o me

d ev i c es h ave s i mi l a r c h ar ac te r i s t i cs o f u s e , t h at c o u l d be u s ed

to c o r r e l a te t h em .

( PAL  et  a l . ,  2 017 ;  G O NZAL E S  e  AM F T,  2 015 ;

C HE N et  a l . ,  2 01 2 ;  HE IE R M AN et  a l . ,  2 0 0 3 ) .
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Main Goal

D emo n s t r a te t h e ab i l i t y o f in te l l i gent i n teg r a t i o n bet ween d ev i c es in

t h e in te r n et o f th i n gs , t h ro u gh a d ec en t r a l i zed mi n in g o f i mp l i c i t

c o r r e l a t i o n s bet ween t h e i r p a t te r ns o f s t a te c h an g es .
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PROPOSED METHOD

I

II

IV

III

Prel iminar y in formation

I t i s i mp o r t ant to c o mp r eh en d s o me c o mp o n en ts an d s p ec i f i c a t i o ns

be fo r e a gen er a l a rc h i tec t u re ove r v i ew
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PROPOSED METHOD

I

II

IV

III

Prel iminar y in formation

I t i s i mp o r t ant to c o mp r eh en d s o me c o mp o n en ts an d s p ec i f i c a t i o ns

be fo r e a gen er a l a rc h i tec t u re ove r v i ew

Ke e p t h a t i n m i n d :

• We wan t to wo rk w i t h d ev i c es th a t h ave s eve r e r es t r i c t i o ns of

p ro c e s s i ng , s to r age an d memo r y ( L i ke : E S P 8 2 6 6 - 01 )
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PROPOSED METHOD
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Prel iminar y in formation

I t i s i mp o r t ant to c o mp r eh en d s o me c o mp o n en ts an d s p ec i f i c a t i o ns

be fo r e a gen er a l a rc h i tec t u re ove r v i ew

Ke e p t h a t i n m i n d :

• We wan t to wo rk w i t h d ev i c es th a t h ave s eve r e r es t r i c t i o ns of

p ro c e s s i ng , s to r age an d memo r y ( L i ke : E S P 8 2 6 6 - 01 )

• A l l s to r age a n d pro c e ss in g mu st b e p er fo r med in to eac h d ev i c e ,

t h e r e ’ s n o s to r age s er ve r o r c l oud s er v i c es .
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PROPOSED METHOD
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Prel iminar y in formation

I t i s i mp o r t ant to c o mp r eh en d s o me c o mp o n en ts an d s p ec i f i c a t i o ns

be fo r e a gen er a l a rc h i tec t u re ove r v i ew

Ke e p t h a t i n m i n d :

• We wan t to wo rk w i t h d ev i c es th a t h ave s eve r e r es t r i c t i o ns of

p ro c e s s i ng , s to r age an d memo r y ( L i ke : E S P 8 2 6 6 - 01 )

• A l l s to r age a n d pro c e ss in g mu st b e p er fo r med in to eac h d ev i c e ,

t h e r e ’ s n o s to r age s er ve r o r c l oud s er v i c es .

• T h e d ev i c es mu st t a l k to eac h ot h e r ( h t tp r equ es ts ) an d o bt a in a

g l o ba l k n ow l ed ge bas ed o n l o c a l d ec i s i o n s .
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Devices behavior

E ac h d ev i c e mu st be s p ec i f i ed a s a F in i te S t a te M ac h in e , c o mp o s ed

by a s et o f we l l d e f in e d ( d i s c r e te ) s t a tes ( 𝑆 = 𝑠1, 𝑠2, … 𝑠𝑖 ) wh ic h

r ep r es en ts i t s in te r ac t i o ns w i t h env i ro nmen t . I t a l s o h as a s et o f

ac t i o ns ( 𝐴 = {𝑎1, 𝑎2, … , 𝑎𝑖} ) wh i ch a l l ow to t r ans i t am o n g t h e |S|

s t a tes ;

25
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Devices behavior

E ac h d ev i c e mu st be s p ec i f i ed a s a F in i te S t a te M ac h in e , c o mp o s ed

by a s et o f we l l d e f in e d ( d i s c r e te ) s t a tes ( 𝑆 = 𝑠1, 𝑠2, … 𝑠𝑖 ) wh ic h

r ep r es en ts i t s in te r ac t i o ns w i t h env i ro nmen t . I t a l s o h as a s et o f

ac t i o ns ( 𝐴 = {𝑎1, 𝑎2, … , 𝑎𝑖} ) wh i ch a l l ow to t r ans i t am o n g t h e |S|

s t a tes ;

E xamp l e : L amp /L i gh t /B i n a r y D ev i c e

S = { “ o n ” , ”o f f ” }

26

off on

V



PROPOSED METHOD
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Devices behavior

E ac h d ev i c e mu st be s p ec i f i ed a s a F in i te S t a te M ac h in e , c o mp o s ed

by a s et o f we l l d e f in e d ( d i s c r e te ) s t a tes ( 𝑆 = 𝑠1, 𝑠2, … 𝑠𝑖 ) wh ic h

r ep r es en ts i t s in te r ac t i o ns w i t h env i ro nmen t . I t a l s o h as a s et o f

ac t i o ns ( 𝐴 = {𝑎1, 𝑎2, … , 𝑎𝑖} ) wh i ch a l l ow to t r ans i t am o n g t h e |S|

s t a tes ;

E xamp l e : L amp /L i gh t /B i n a r y D ev i c e

S = { “ o n ” , ”o f f ” }

A= { “s w i t c h  on” , ”s w i t c h o f f ” }

27
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Embedded data storage

Bas ed o n t h i s F S M and ass u min g a f in i te s et o f d i s c r e t i zed t i me

in te r va l ( s l o ts ) a s 𝑇 = 𝑡1, 𝑡2, … 𝑡𝑗 i t i s p o ss i b l e to d e f i ne a em bed d ed

d at abas e a s a c o u n ter s mat r i x 𝑀𝑖𝑗 = 𝐴 × 𝑇 wh er e eac h e l emen t 𝑐𝑛𝑚 ∈

𝑀𝑖𝑗 i s a c ounte r as s oc i a ted to t h e ac t i on 𝑎𝑛 ∈ 𝐴 at t h e t i me 𝑡𝑚 ∈ 𝑇;

𝑀𝑖𝑗 =

𝑐11 ⋯ 𝑐1𝑗
⋮ ⋱ ⋮
𝑐𝑖1 ⋯ 𝑐𝑖𝑗

𝑖: 𝑛𝑢𝑚 𝑜𝑓 𝑖𝑡𝑒𝑚𝑠 𝑖𝑛 𝐴 ( 𝐴 );

𝑗: 𝑛𝑢𝑚 𝑜𝑓 𝑖𝑡𝑒𝑚𝑠 𝑖𝑛 𝑇 ( 𝑇 );

𝑐𝑛𝑚: 𝑐𝑜𝑢𝑛𝑡𝑒𝑟 𝑓𝑜𝑟 𝑒𝑎𝑐ℎ 𝑎𝑐𝑡𝑖𝑜𝑛 𝑎𝑛 𝑎𝑡 𝑠𝑙𝑜𝑡 𝑡𝑚;

28
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PROPOSED METHOD
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Pattern of  changes

T h e d ev i c es ’ p at te r n o f c h an ges c o u ld be ex t r ac ted f ro m th e

embed d ed d at as et by c o mp ar i n g t h e c ou nte r s th a t be l o n gs to t h e

s ame s l o t s ( c o l umn i n mat r i x ) .

29
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T h e d ev i c es ’ p at te r n o f c h an ges c o u ld be ex t r ac ted f ro m th e

embed d ed d at as et by c o mp ar i n g t h e c ou nte r s th a t be l o n gs to t h e
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Mining correlat ions

O n c e t h a t ea c h d ev i c es sa t i s f i es th e p r ev i o us l y s pec i f i c a t i o ns i s

p o ss i b l e to iden t i f y i mp l i c i t c o r r e l a t i o ns bet ween i ts ac t i o ns by t h e

f r equ en c y o f a p a i r o f ac t i o ns t h a t s h ows to ge t h e r wh en two

p at te r n s a r e c o mp ar ed s l o t by s l o t .
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Mining correlat ions

O n c e t h a t ea c h d ev i c es sa t i s f i es th e p r ev i o us l y s pec i f i c a t i o ns i s
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OFF

P a t t e r n  o f

c h a n g e  f o r m

D e v i c e  0 1

00:00 01:00 02:00 ... 21:00 22:00 23:00

DOOR 
CLOSE

DOOR 
CLOSE

- ...
DOOR 
OPEN

DOOR 
CLOSE

DOOR 
CLOSE

P a t t e r n  o f

c h a n g e  f o r m

D e v i c e  0 2

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

O n c e t h a t ea c h d ev i c es sa t i s f i es th e p r ev i o us l y s pec i f i c a t i o ns i s

p o ss i b l e to iden t i f y i mp l i c i t c o r r e l a t i o ns bet ween i ts ac t i o ns by t h e

f r equ en c y o f a p a i r o f ac t i o ns t h a t s h ows to ge t h e r wh en two

p at te r n s a r e c o mp ar ed s l o t by s l o t .

00:00 01:00 02:00 ... 21:00 22:00 23:00

SWITCH
OFF

- - ...
SWITCH 

ON
SWITCH 

ON
SWITCH

OFF

DOOR 
CLOSE

DOOR 
CLOSE

- ...
DOOR 
OPEN

DOOR 
CLOSE

DOOR 
CLOSE

T r a n s a c t i o n

D a t a s e t ( D )

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

O n c e t h a t ea c h d ev i c es sa t i s f i es th e p r ev i o us l y s pec i f i c a t i o ns i s

p o ss i b l e to iden t i f y i mp l i c i t c o r r e l a t i o ns bet ween i ts ac t i o ns by t h e

f r equ en c y o f a p a i r o f ac t i o ns t h a t s h ows to ge t h e r wh en two

p at te r n s a r e c o mp ar ed s l o t by s l o t .

00:00 01:00 02:00 ... 21:00 22:00 23:00

SWITCH
OFF

- - ...
SWITCH 

ON
SWITCH 

ON
SWITCH

OFF

DOOR 
CLOSE

DOOR 
CLOSE

- ...
DOOR 
OPEN

DOOR 
CLOSE

DOOR 
CLOSE

T r a n s a c t i o n

D a t a s e t ( D )

S W I T C H  O F F  ⇒ D O O R  C L O S E

S W I T C H  O F F  ⇒ D O O R O P E N

S W I T C H  O N  ⇒ D O O R  C L O S E

S W I T C H  O N  ⇒ D O O R O P E N

P o s s i b l e  

R u l e s

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

O n c e t h a t ea c h d ev i c es sa t i s f i es th e p r ev i o us l y s pec i f i c a t i o ns i s

p o ss i b l e to iden t i f y i mp l i c i t c o r r e l a t i o ns bet ween i ts ac t i o ns by t h e

f r equ en c y o f a p a i r o f ac t i o ns t h a t s h ows to ge t h e r wh en two

p at te r n s a r e c o mp ar ed s l o t by s l o t .

00:00 01:00 02:00 ... 21:00 22:00 23:00

SWITCH
OFF

- - ...
SWITCH 

ON
SWITCH 

ON
SWITCH

OFF

DOOR 
CLOSE

DOOR 
CLOSE

- ...
DOOR 
OPEN

DOOR 
CLOSE

DOOR 
CLOSE

T r a n s a c t i o n

D a t a s e t ( D )

S W I T C H  O F F  ⇒ D O O R  C L O S E

S W I T C H  O F F  ⇒ D O O R O P E N

S W I T C H  O N  ⇒ D O O R  C L O S E

S W I T C H  O N  ⇒ D O O R O P E N

P o s s i b l e  

R u l e s

W h i c h  r u l e ( s )  i s ( a r e )  

m o r e  f r e q u e n t ?

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

As s o c i a t i o n Ru l es c o r r e l a te a n “Ac t i o n X ” f ro m “D ev i ce 01 ” wi th a n

“Ac t i o n Y ” f ro m “D ev i c e 02 ” an d g i ve a n imp o r t an c e to th a t r u le

bas ed o n :

- S u p po r t : How f r equ en t i s t h i s r u l e i n t r an s ac t io n s d a t a s et ;

- L i f t : How d ep en d en t a r e an tec ed en t an d c o n s equ en t ;

- C o n f ide n c e : How r e l i a b l e i s t h i s r u l e .

𝐃𝐞𝐯𝐢𝐜𝐞 𝟎𝟏 𝐀𝐜𝐭𝐢𝐨𝐧 𝑿 ⇒ 𝐃𝐞𝐯𝐢𝐜𝐞 𝟎𝟐(𝐀𝐜𝐭𝐢𝐨𝐧 𝒀)

𝑠𝑢𝑝: 80%, 𝑙𝑖𝑓𝑡: 4.3, 𝑐𝑜𝑛𝑓: 96%
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V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

As s o c i a t i o n Ru l es c o r r e l a te a n “Ac t i o n X ” f ro m “D ev i ce 01 ” wi th a n

“Ac t i o n Y ” f ro m “D ev i c e 02 ” an d g i ve a n imp o r t an c e to th a t r u le

bas ed o n :

- S u p po r t : How f r equ en t i s t h i s r u l e i n t r an s ac t io n s d a t a s et ( D ) ;

- C o n f ide n c e : How r e l i a b l e i s t h i s r u l e .

- L i f t : How d ep en d en t a r e an tec ed en t an d c o n s equ en t ;

𝐃𝐞𝐯𝐢𝐜𝐞 𝟎𝟏 𝐀𝐜𝐭𝐢𝐨𝐧 𝑿 ⇒ 𝐃𝐞𝐯𝐢𝐜𝐞 𝟎𝟐(𝐀𝐜𝐭𝐢𝐨𝐧 𝒀)

𝑠𝑢𝑝: 80%, 𝑙𝑖𝑓𝑡: 4.3, 𝑐𝑜𝑛𝑓: 96%

38

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

Pu t i n o t h e r wo rd s , t h o s e met r i c s a r e :

39

* N =  S i ze  o f  d a t as et  t r an s ac t i o n

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

M in i mu m Thr es h o ld s must be d e f i ned to avo i d u nn ec es s ar y

p ro c es s i ng o f n o n - f r equ en t i tems et s :

40

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

M in i mu m Thr es h o ld s must be d e f i ned to avo i d u nn ec es s ar y

p ro c es s i ng o f n o n - f r equ en t i tems et s :

41

null

a b c d 1 - i t e m s e t

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

M in i mu m Thr es h o ld s must be d e f i ned to avo i d u nn ec es s ar y

p ro c es s i ng o f n o n - f r equ en t i tems et s :

42

null

a b c d

ab ac ad bc bd cd

1 - i t e m s e t

2 - i t e m s e tV



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

M in i mu m Thr es h o ld s must be d e f i ned to avo i d u nn ec es s ar y

p ro c es s i ng o f n o n - f r equ en t i tems et s :

43

null

a b c d

ab ac ad bc bd cd

abc abd acd bcd

1 - i t e m s e t

2 - i t e m s e t

3 - i t e m s e t

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

M in i mu m Thr es h o ld s must be d e f i ned to avo i d u nn ec es s ar y

p ro c es s i ng o f n o n - f r equ en t i tems et s :

44

null

a b c d

ab ac ad bc bd cd

abc abd acd bcd

abcd

1 - i t e m s e t

2 - i t e m s e t

3 - i t e m s e t

4 - i t e m s e t

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

M in i mu m Thr es h o ld s must be d e f i ned to avo i d u nn ec es s ar y

p ro c es s i ng o f n o n - f r equ en t i tems et s :

45

null

a b c d 1 - i t e m s e t

n o n - f r e q u e n t  

i t e m s e t

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

M in i mu m Thr es h o ld s must be d e f i ned to avo i d u nn ec es s ar y

p ro c es s i ng o f n o n - f r equ en t i tems et s :

46

null

a b c d

ab ac ad bc bd cd

1 - i t e m s e t

2 - i t e m s e t

n o n - f r e q u e n t  

i t e m s e t

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

M in i mu m Thr es h o ld s must be d e f i ned to avo i d u nn ec es s ar y

p ro c es s i ng o f n o n - f r equ en t i tems et s :

47

null

a b c d

ab ac ad bc bd cd

abc abd acd bcd

1 - i t e m s e t

2 - i t e m s e t

3 - i t e m s e t

n o n - f r e q u e n t  

i t e m s e t

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

M in i mu m Thr es h o ld s must be d e f i ned to avo i d u nn ec es s ar y

p ro c es s i ng o f n o n - f r equ en t i tems et s :

48

null

a b c d

ab ac ad bc bd cd

abc abd acd bcd

abcd

1 - i t e m s e t

2 - i t e m s e t

3 - i t e m s e t

4 - i t e m s e t

n o n - f r e q u e n t  

i t e m s e t

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

T h is appro ac h d o es n ot c o mb i n e ac t i o ns f ro m th e s ame d ev i c e . A l s o

i s n ot n ec es s ar y to c r e a te i tems et s g r e a te r t h an 2 ;

49

SWITCH 
ON

SWITCH 
OFF

DEVICE 01
(LAMP)

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

T h is appro ac h d o es n ot c o mb i n e ac t i o ns f ro m th e s ame d ev i c e . A l s o

i s n ot n ec es s ar y to c r e a te i tems et s g r e a te r t h an 2 ;

50

SWITCH 
ON

SWITCH 
OFF

OPEN 
DOOR

CLOSE
DOOR

DEVICE 01
(LAMP)

DEVICE 02
(DOOR)

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

T h is appro ac h d o es n ot c o mb i n e ac t i o ns f ro m th e s ame d ev i c e . A l s o

i s n ot n ec es s ar y to c r e a te i tems et s g r e a te r t h an 2 ;

51

SWITCH 
ON

SWITCH 
OFF

OPEN 
DOOR

CLOSE
DOOR

SWITCH ON
OPEN DOOR

SWITCH ON
CLOSE DOOR

SWITCH OFF
OPEN DOOR

SWITCH OFF
CLOSE DOOR

DEVICE 01
(LAMP)

DEVICE 02
(DOOR)

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

T h is appro ac h d o es n ot c o mb i n e ac t i o ns f ro m th e s ame d ev i c e . A l s o

i s n ot n ec es s ar y to c r e a te i tems et s g r e a te r t h an 2 ;

52

SWITCH 
ON

SWITCH 
OFF

OPEN 
DOOR

CLOSE
DOOR

SWITCH ON
OPEN DOOR

SWITCH ON
CLOSE DOOR

SWITCH OFF
OPEN DOOR

SWITCH OFF
CLOSE DOOR

SWITCH ON
CLOSE DOOR

SWITCH OFF
OPEN DOOR

DEVICE 01
(LAMP)

DEVICE 02
(DOOR)

CORRELATION DATASET
(DEVICE 01)

V



PROPOSED METHOD

I

II

IV

III

Mining correlat ions

T h is pro c ess r ep eat s to ea c h d ev i c e in n et wo rk u p d at i n g th e mo s t

r e l evan t r u l es i n c o r r e l a t i o n d a t as et

53

V



PROPOSED METHOD

I

II

IV

III

What should I  do now!?

Bas ed o n t h o s e r u l es i t i s p o ss i b l e to D ev i c e 01 p er fo r m a r equ es t

to D ev i c e 0 2 c h an ge i t s s t a tes to s a t i s f y t h e r u l e ;

54

V



PROPOSED METHOD

I

II

IV

III

What should I  do now!?

Bas ed o n t h o s e r u l es i t i s p o ss i b l e to D ev i c e 01 p er fo r m a r equ es t

to D ev i c e 0 2 c h an ge i t s s t a tes to s a t i s f y t h e r u l e ;

55

SWITCH ON ⇒ CLOSE DOOR

SWITCH OFF ⇒ OPEN DOOR

DEVICE 01 DEVICE 02

RULES IN DEVICE 01

V



PROPOSED METHOD

I

II

IV

III

56

SWITCH ON 

SWITCH ON ⇒ CLOSE DOOR

SWITCH OFF ⇒ OPEN DOOR

DEVICE 01 DEVICE 02

RULES IN DEVICE 01

What should I  do now!?

Bas ed o n t h o s e r u l es i t i s p o ss i b l e to D ev i c e 01 p er fo r m a r equ es t

to D ev i c e 0 2 c h an ge i t s s t a tes to s a t i s f y t h e r u l e ;

V



PROPOSED METHOD

I

II

IV

III

57

CLOSE DOORSWITCH ON 

SWITCH ON ⇒ CLOSE DOOR

SWITCH OFF ⇒ OPEN DOOR

DEVICE 01 DEVICE 02

RULES IN DEVICE 01

What should I  do now!?

Bas ed o n t h o s e r u l es i t i s p o ss i b l e to D ev i c e 01 p er fo r m a r equ es t

to D ev i c e 0 2 c h an ge i t s s t a tes to s a t i s f y t h e r u l e ;

V



PROPOSED METHOD

I

II

IV

III

58

SWITCH ON ⇒ CLOSE DOOR

SWITCH OFF ⇒ OPEN DOOR

DEVICE 01 DEVICE 02

RULES IN DEVICE 01

What should I  do now!?

Bas ed o n t h o s e r u l es i t i s p o ss i b l e to D ev i c e 01 p er fo r m a r equ es t

to D ev i c e 0 2 c h an ge i t s s t a tes to s a t i s f y t h e r u l e ;

V



PROPOSED METHOD

I

II

IV

III

59

SWITCH ON ⇒ CLOSE DOOR

SWITCH OFF ⇒ OPEN DOOR

DEVICE 01 DEVICE 02

RULES IN DEVICE 01

SWITCH OFF 

What should I  do now!?

Bas ed o n t h o s e r u l es i t i s p o ss i b l e to D ev i c e 01 p er fo r m a r equ es t

to D ev i c e 0 2 c h an ge i t s s t a tes to s a t i s f y t h e r u l e ;

V



PROPOSED METHOD

I

II

IV

III

60

SWITCH ON ⇒ CLOSE DOOR

SWITCH OFF ⇒ OPEN DOOR

DEVICE 01 DEVICE 02

RULES IN DEVICE 01

SWITCH OFF OPEN DOOR

What should I  do now!?

Bas ed o n t h o s e r u l es i t i s p o ss i b l e to D ev i c e 01 p er fo r m a r equ es t

to D ev i c e 0 2 c h an ge i t s s t a tes to s a t i s f y t h e r u l e ;

V



PROPOSED METHOD

I

II

IV

V

VI

III

61

SWITCH ON ⇒ CLOSE DOOR

SWITCH OFF ⇒ OPEN DOOR

DEVICE 01 DEVICE 02

RULES IN DEVICE 01

ALWAYS!? 
THAT’S SOUND STUPID DANGEROUS

What should I  do now!?

Bas ed o n t h o s e r u l es i t i s p o ss i b l e to D ev i c e 01 p er fo r m a r equ es t

to D ev i c e 0 2 c h an ge i t s s t a tes to s a t i s f y t h e r u l e ;

V



PROPOSED METHOD

I

II

IV

III

62

Slot  restr ict ions

To avo i d u nus u a l i n teg r a t io n s th e t r i g ge r i s f i r e o n l y i f th e input

ac t i o n wer e t h e mo s t p ro bab l e to o c c u r a t t h e c u r r en t s l o t .



PROPOSED METHOD

I

II

IV

III

63

SWITCH ON ⇒ CLOSE DOOR

SWITCH OFF ⇒ OPEN DOOR

DEVICE 01 DEVICE 02

RULES IN DEVICE 01

00:00 SWITCH OFF

01:00 -

02:00 -

... ...

21:00 SWITCH ON

22:00 SWITCH ON

23:00 SWITCH OFF

00:00 CLOSE DOOR

01:00 CLOSE DOOR

02:00 -

... ...

21:00 OPEN DOOR

22:00 CLOSE DOOR

23:00 CLOSE DOOR

Slot  restr ict ions

To avo i d u nus u a l i n teg r a t io n s th e t r i g ge r i s f i r e o n l y i f th e input

ac t i o n wer e t h e mo s t p ro bab l e to o c c u r a t t h e c u r r en t s l o t .

V



PROPOSED METHOD

I

II

IV

III

64

SWITCH ON ⇒ CLOSE DOOR

SWITCH OFF ⇒ OPEN DOOR

DEVICE 01 DEVICE 02

RULES IN DEVICE 01

00:00 SWITCH OFF

01:00 -

02:00 -

... ...

21:00 SWITCH ON

22:00 SWITCH ON

23:00 SWITCH OFF

00:00 CLOSE DOOR

01:00 CLOSE DOOR

02:00 -

... ...

21:00 OPEN DOOR

22:00 CLOSE DOOR

23:00 CLOSE DOOR

SWITCH ON 

Slot  restr ict ions

To avo i d u nus u a l i n teg r a t io n s th e t r i g ge r i s f i r e o n l y i f th e input

ac t i o n wer e t h e mo s t p ro bab l e to o c c u r a t t h e c u r r en t s l o t .

V



PROPOSED METHOD

I

II

IV

V

III

65

SWITCH ON ⇒ CLOSE DOOR

SWITCH OFF ⇒ OPEN DOOR

DEVICE 01 DEVICE 02

RULES IN DEVICE 01

00:00 SWITCH OFF

01:00 -

02:00 -

... ...

21:00 SWITCH ON

22:00 SWITCH ON

23:00 SWITCH OFF

00:00 CLOSE DOOR

01:00 CLOSE DOOR

02:00 -

... ...

21:00 OPEN DOOR

22:00 CLOSE DOOR

23:00 CLOSE DOOR

SWITCH ON 

Slot  restr ict ions

To avo i d u nus u a l i n teg r a t io n s th e t r i g ge r i s f i r e o n l y i f th e input

ac t i o n wer e t h e mo s t p ro bab l e to o c c u r a t t h e c u r r en t s l o t .



PROPOSED METHOD

I

II

IV

III

66

SWITCH ON ⇒ CLOSE DOOR

SWITCH OFF ⇒ OPEN DOOR

DEVICE 01 DEVICE 02

RULES IN DEVICE 01

00:00 SWITCH OFF

01:00 -

02:00 -

... ...

21:00 SWITCH ON

22:00 SWITCH ON

23:00 SWITCH OFF

00:00 CLOSE DOOR

01:00 CLOSE DOOR

02:00 -

... ...

21:00 OPEN DOOR

22:00 CLOSE DOOR

23:00 CLOSE DOOR

SWITCH ON 
CLOSE DOOR

Slot  restr ict ions

To avo i d u nus u a l i n teg r a t io n s th e t r i g ge r i s f i r e o n l y i f th e input

ac t i o n wer e t h e mo s t p ro bab l e to o c c u r a t t h e c u r r en t s l o t .

V



PROPOSED METHOD

I

II

IV

III

67

SWITCH ON ⇒ CLOSE DOOR

SWITCH OFF ⇒ OPEN DOOR

DEVICE 01 DEVICE 02

RULES IN DEVICE 01

00:00 SWITCH OFF

01:00 -

02:00 -

... ...

21:00 SWITCH ON

22:00 SWITCH ON

23:00 SWITCH OFF

00:00 CLOSE DOOR

01:00 CLOSE DOOR

02:00 -

... ...

21:00 OPEN DOOR

22:00 CLOSE DOOR

23:00 CLOSE DOOR

SWITCH ON 

CLOSE DOOR

Slot  restr ict ions

To avo i d u nus u a l i n teg r a t io n s th e t r i g ge r i s f i r e o n l y i f th e input

ac t i o n wer e t h e mo s t p ro bab l e to o c c u r a t t h e c u r r en t s l o t .

V



PROPOSED METHOD

I

II

IV

III

Process Overv iew

O n c e t h a t ea c h d ev i c es sa t i s f i es th e p r ev i o us l y s pec i f i c a t i o ns i s

p o s s i b le to i d en t i f y i mp l i c i t c o r r e l a t i o n s bet ween i t s a c t i o n s .

68

V



PROPOSED METHOD
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II

IV
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Process Overv iew

O n c e t h a t ea c h d ev i c es sa t i s f i es th e p r ev i o us l y s pec i f i c a t i o ns i s

p o s s i b le to i d en t i f y i mp l i c i t c o r r e l a t i o n s bet ween i t s a c t i o n s .

• S t e p I : I d e n t i f y t h e l o c a l p a t t e r n

69

V



PROPOSED METHOD

I

II

IV
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Process Overv iew

O n c e t h a t ea c h d ev i c es sa t i s f i es th e p r ev i o us l y s pec i f i c a t i o ns i s

p o s s i b le to i d en t i f y i mp l i c i t c o r r e l a t i o n s bet ween i t s a c t i o n s .

• S t e p I : I d e n t i f y t h e l o c a l p a t t e r n

• S t e p I I : O b t a i n t h e ( n e x t ) r e m o te p a t t e r n ( h t t p r e q u e s t / r e s p o n s e )

70
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PROPOSED METHOD

I

II

IV

V

VI

III

Process Overv iew

O n c e t h a t ea c h d ev i c es sa t i s f i es th e p r ev i o us l y s pec i f i c a t i o ns i s

p o s s i b le to i d en t i f y i mp l i c i t c o r r e l a t i o n s bet ween i t s a c t i o n s .

• S t e p I : I d e n t i f y t h e l o c a l p a t t e r n

• S t e p I I : O b t a i n t h e ( n e x t ) r e m o te p a t t e r n ( h t t p r e q u e s t / r e s p o n s e )

• S t e p I I I : Fu s i o n t h e p a t t e r n s ( c r e a te a t r a n s a c t i o n d a t a s e t )

71



PROPOSED METHOD

I

II

IV

III

Process Overv iew

O n c e t h a t ea c h d ev i c es sa t i s f i es th e p r ev i o us l y s pec i f i c a t i o ns i s

p o s s i b le to i d en t i f y i mp l i c i t c o r r e l a t i o n s bet ween i t s a c t i o n s . .

• S t e p I : I d e n t i f y t h e l o c a l p a t t e r n

• S t e p I I : O b t a i n t h e ( n e x t ) r e m o te p a t t e r n ( h t t p r e q u e s t / r e s p o n s e )

• S t e p I I I : Fu s i o n t h e p a t t e r n s ( c r e a te a t r a n s a c t i o n d a t a s e t )

• S t e p I V : E x t r a c t t h e c o r r e l a t i o n s ( A s s o c i a t i ve r u l e m i n i n g ) ( * B a c k t o I I )
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Exper iment

I d en t i f y c o r r e l a t i o n s bet ween t wo d ev i c es .

Tes te t h e i n teg r a t io n bet ween t h e i r a c t i o n s ( i f ex i s t s ) .

Imp l emen ted i n Lu a ( h t t p s : //no d emc u - bu i ld . c o m/ )
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Impor tant  Notes

D at as et d i men s i o n a l i t y (| A| x| T | ) : The d at abas e d i men s i on a l i t y

g rows pro p o r t i o n a l l y to t h e n u mber o f ac t i o ns an d t he n u meber o f

s l o ts . ( T h e h igh er i s th e nu mber o f s t a te s /s l ots , Th e h i gh er w i l l be

t h e memo r y c o n s u mp t i o n )
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Impor tant  Notes
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t h e memo r y c o n s u mp t i o n )

Pa t te rn sh ar in g : A l l d ev i c es must be ab b l e to h an d l e i t s own p at ten s

an d d at as et AND a r emote d ev i c e ’ s pat te rn . ( p a t te rn s f us i o n and

as s o c i a t i ve an a l ys i s )
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Impor tant  Notes

D at as et d i men s i o n a l i t y (| A| x| T | ) : The d at abas e d i men s i on a l i t y

g rows pro p o r t i o n a l l y to t h e n u mber o f ac t i o ns an d t he n u meber o f

s l o ts . ( T h e h igh er i s th e nu mber o f s t a te s /s l ots , Th e h i gh er w i l l be

t h e memo r y c o n s u mp t i o n )

Pa t te rn sh ar in g : A l l d ev i c es must be ab b l e to h an d l e i t s own p at ten s

an d d at as et AND a r emote d ev i c e ’ s pat te rn . ( p a t te rn s f us i o n and

as s o c i a t i ve an a l ys i s )

S l o ts In te r va l : T h e s l o t i n te r va l must be t h e s ame fo r a l l d ev i c es .

T h at i mp l ies i n equ a l | T | fo r a l l d ev i c es .
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Impor tant  Notes

D at as et d i men s i o n a l i t y (| A| x| T | ) : The d at abas e d i men s i on a l i t y

g rows pro p o r t i o n a l l y to t h e n u mber o f ac t i o ns an d t he n u meber o f

s l o ts . ( T h e h igh er i s th e nu mber o f s t a te s /s l ots , Th e h i gh er w i l l be

t h e memo r y c o n s u mp t i o n )

Pa t te rn sh ar in g : A l l d ev i c es must be ab b l e to h an d l e i t s own p at ten s

an d d at as et AND a r emote d ev i c e ’ s pat te rn . ( p a t te rn s f us i o n and

as s o c i a t i ve an a l ys i s )

S l o ts In te r va l : T h e s l o t i n te r va l must be t h e s ame fo r a l l d ev i c es .

T h at i mp l ies i n equ a l | T | fo r a l l d ev i c es .

D ev i c e d i sc ove r y : M u l t i c as t u s es U D P!
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TRIGGERS CORRELATIONS

Associat ive Analysis  Metr ics

- S u p po r t :  Number  o f  e l ement s  i n  a  s e t  

PAO LEITE CAFÉ

1 1 1

1 1 1

1 0 1

0 1 1

1 1 0

0 1 0

C E N T R A L I Z E D

PAO LEITE

1 1

1 1

1 0

0 1

1 1

0 1

PAO CAFÉ

1 1

1 1

1 1

0 1

1 0

D E C E N T R A L I Z E D

( B R E A D - > M I L K ) :  3 / 6

( B R E A D - > C O F F E E ) :  3 / 6

( M I L K - > C O F F E E ) :  3 / 6

( B R E A D - > C O F F E E )

3 / 5
( B R E A D - > M I L K )

3 / 6

LEITE CAFÉ

1 1

1 1

0 1

1 1

1 0

1 0

( B R E A D - > C O F F E E )

3 / 6
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TRIGGERS CORRELATIONS

Associat ive Analysis  Metr ics

- S u p po r t :  Number  o f  e l ement s  i n  a  s e t

- D e f i n e  M ax  Tr an s ac t i o n  Va l u e  (  | T |  =  7  )

PAO LEITE CAFÉ

1 1 1

1 1 1

1 0 1

0 1 1

1 1 0

0 1 0

C E N T R A L I Z E D

PAO LEITE

1 1

1 1

1 0

0 1

1 1

0 1

- -

PAO CAFÉ

1 1

1 1

1 1

0 1

1 0

- -

- -

D E C E N T R A L I Z E D

( B R E A D - > M I L K ) :  2 / 6

( B R E A D - > C O F F E E ) :  2 / 6

( M I L K - > C O F F E E ) :  3 / 6
( B R E A D - > C O F F E E )

2 / 7

( B R E A D - > M I L K )

2 / 7

LEITE CAFÉ

1 1

1 1

0 1

1 1

1 0

1 0

- -

( B R E A D - > C O F F E E )

3 / 7
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